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Abstract

Rapid advances in the field of Large Language Models (LLMs) have
made LLM-based code generation an important area for investiga-
tion. An LLM-based code generator takes a prompt as input and
produces code that implements the requirements specified in the
prompt. Many software requirements include mathematical formu-
las that specify the expected behavior of the code to be generated.
Given a code generation prompt that contains a mathematical for-
mula, a reasonable expectation is that, if the formula is syntactically
modified without changing its semantics, the generated code for the
modified prompt should be semantically equivalent. We formalize
this concept as syntactic robustness and investigate the syntactic
robustness of LLMs as code generators. Our experimental assess-
ment demonstrates that LLMs are not syntactically robust for code
generation prompts with formulas, especially for the ones that
require mathematical reasoning. We investigate attack strategies
that can further deteriorate the syntactic robustness of LLMs. Fi-
nally, to mitigate syntactic robustness failures in LLMs, we propose
a pre-processing step that uses reductions to transform formulas
in prompts to a simplified form. Our experimental results demon-
strate that the syntactic robustness of LLM-based code generation
improves significantly using our approach, improving syntactic
robustness of LLMs from 54.05% to 74.42%.
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1 Introduction

Large language models (LLMs) are becoming popular in the soft-
ware engineering community [33, 45], especially for code gener-
ation tasks [51, 53, 74, 97], and have shown strong performance
on code generation benchmarks [6, 21, 46]. Recently, LLMs have
also been used for code generation in the scientific computing
domain [10, 31, 55, 58, 59, 78, 88] and for generating code that effi-
ciently handles complex mathematical computations [24, 58, 59, 78,
95]. Furthermore, LLMs have shown promise in handling formal
specifications [69, 91], which rely on mathematical formulas in the
specification of software engineering tasks. As its adoption grows,
there is a critical need for systematic evaluation of the correctness
and reliability of LLM-based code generation [18, 33, 50, 74, 97, 104,
106, 114].

Reliability in machine learning systems is often assessed through
robustness, which has been extensively studied for classification
tasks [15, 17, 56, 89, 92, 98, 103]. Robustness in classification models
involves defining a neighborhood around an input with a known
classification and ensuring the same classification is obtained within
that neighborhood [35]. For generative models, however, this def-
inition must be adapted, as obtaining and verifying objectively
accurate outputs is more complex—many different outputs may
be objectively correct. This highlights the need for well-defined
robustness metrics to analyze LLM-based code generators, which
are a subdomain of generative models.

Several prior works [18, 33, 50, 74, 97, 104, 106, 114] highlight the
importance of studying robustness for code generation by LLMs,
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and some do investigate robustness [79, 97, 106]. However, the im-
pact of syntactic transformations of the prompts together with the
increasing syntactic distance (Section 4) has not been investigated.
Additionally, black-box attacks specifically designed to expose fail-
ures in the robustness of LLM-based code generators in handling
syntactic variations of semantically equivalent prompts (Section 5)
have not been explored.

In this paper, we define a formal robustness measure for LLM-
based code generators called syntactic robustness (Section 3) and
analyze the performance of LLMs with respect to this measure
(Section 8). Intuitively, we define syntactic robustness as the degree
to which the semantically equivalent prompts elicit semantically
equivalent responses from the LLM code generator.

We define a set of syntactic transformations (Section 4) that gen-
erate syntactically different but semantically equivalent variations
of mathematical formulas to assess the syntactic robustness of LLM-
based code generators. We present attack strategies (Section 5) to
exploit the syntactic robustness failures of the existing LLMs while
minimizing the modifications to the formulas in the prompts. Fur-
thermore, we present a pre-processing step (Section 6) to mitigate
syntactic robustness failures and defend against such attacks, and
demonstrate its effectiveness. Our assessment reveals that state-of-
the-art LLMs lack syntactic robustness and that prompts requiring
mathematical reasoning exhibit lower robustness compared to those
involving direct translation of mathematical formulas into code.
Our experimental evaluation also shows that our attacks can effec-
tively exploit the syntactic robustness failures of the LLMs. Finally,
our experiments demonstrate that our pre-processing effectively
mitigates syntactic robustness failures, significantly improving syn-
tactic robustness of LLMs.

Contributions. Our contributions in this paper are as follows:

(1) A formal definition of syntactic robustness (Section 3).

(2) A set of prompts with mathematical formulas, designed to
benchmark the robustness of LLM-based code generators
(provided as artifact [7]).

(3) A set of rules to mutate the mathematical formulas, that
along with the original prompts, can be used for syntactic
robustness evaluation (Section 4).

(4) A set of black-box attacks for exploiting syntactic robustness
failures of LLMs (Section 5).

(5) A prompt pre-processing technique that helps in mitigating
syntactic robustness failures of LLMs (Section 6).

(6) Empirical assessment of syntactic robustness, along with
novel attack and mitigation techniques, on state-of-the-art
LLM foundational models and frameworks (Section 8).

Organization. We discuss motivating examples of code genera-
tion prompts in Section 2, then we provide a formal definition of
syntactic robustness and related concepts in Section 3. We discuss
our formula transformation procedure in Section 4 and detail our
attacks in Section 5. We explain our pre-processing procedure in
Section 6, and then explicate implementation design details in Sec-
tion 7. We present our experimental evaluation in Section 8, discuss
the related work in Section 9, and conclude the paper in Section 10.
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2 Motivation

Mathematical formulas and constraints are common in code gen-
eration prompts in a variety of domains [10, 24, 55, 91, 95]. Given
many equivalent ways one can write a mathematical formula or
constraint, ensuring syntactic robustness is crucial for code genera-
tion in such contexts. Thus, it is critical to evaluate the robustness
of LLM-based code generators for prompts with mathematical for-
mulas. Note that, the equivalence of mathematical formulas can
be defined clearly and unambiguously, allowing for an automated
evaluation of robustness [44, 72, 93]. This is in contrast to prior
works that mutate the text of the prompt [74, 97], which can alter
the meaning due to the ambiguity of natural language.

e N
Prompt A “‘Implement a C program which takes ‘a’;’b’ as inputs
where method func(a: array<int>, b: array<int>)

returns (result: bool)

requires a != null && b != null

ensures result ==> exists i, j : 0 <= i < a.Length &&

0 <=j < b.Length && Eq

ensures Iresult ==> forall i, j :: 0 <= i < a.Length &&

0 <=j < b.Length ==> a[i] != b[j].”

Y4
AN

Expressions for placeholder Eq in Prompt A
Eg: ali] == b[j]
Eq: (a[i]) " 7 - (b[j]) * 7 == (b[3]) " 7 - (b[j]) " 7

AN J

Syntactically transformed prompts with mutated formulas can
also be interpreted as adversarial samples for assessing the robust-
ness of LLM-based code generators under adversarial attacks [27,
110, 118]. Our evaluation demonstrates that LLMs are vulnerable
to adversarial prompt-based attacks, motivating the need for as-
sessing and improving the syntactic robustness of LLM-based code
generators.

Gpt-40 Response Snippet for Eq: afi] == b[j]

for (int j = @; j < length; j++) {
if (a[i] == b[j1) {
return true; }}}
return false; }

/

Gpt-40 Response Snippet for Eq: (afi]) * 7 - (b[j]) * 7 == (b[j]) * 7 - (b[]]) * 7

if ((ali1x7 - b[j1*7) == (b[j1*7 - b[jI*7)){
return true; }}}
. if (a[i] == b[j]) { return false; } ...
return true; }

/

Figure 1: Code segments from the programs generated by
Gpt-4o for Prompt A

Example prompts. We motivate our work through a series of
example code generation prompts involving mathematical formulas
from different datasets. Prompt A is from the clover dataset [91],
which contains formal specifications, Prompt B is generated from a
HackerRank problem [4], and Prompt C and D are from the MaTT
dataset [25].

Prompt A and B demonstrate the syntactic robustness challenges
in LLM-based code generation. Prompt A shows a code generation
query to generate a program that returns True if two input arrays
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share any common element and False otherwise. On the other
hand, Prompt B asks to generate a program that can find all b-digit
numbers that are also the b-th power of a natural number. The
placeholder Eq replacements for both Prompt A and B are shown
at the bottom of each prompt and the corresponding outputs are
presented in Figures 1 and 2, respectively.

- N
Prompt B “The number of digits present in a number is represented
by ‘d’. ‘a’ represents a natural number. Write a C code which will
return all possible x’ given a value ‘b’ which will satisfy the follow-
ing pre and post-condition. Pre-condition: 1 <= b && b <= 19 Post
condition: d=b and Eq. Print only the value of all possible values of x
in comma separated form.”

- J
4 N
Expressions for placeholder Eq in Prompt B
Eq:x=a"b
Eq: x+b = a*b+b
(& J

Figures 1 and 2 show code segments generated by GPT-40 high-
lighting the differences for semantically equivalent prompts. De-
spite the semantic equivalence of the mathematical formulas in
the prompts, the generated codes reflect different interpretations.
Both examples demonstrate the case where Gpt-4o struggles to
handle syntactic mutations on a simple equation. Note that, in both
prompts, the natural language texts are kept the same—the only
distinction is the semantically equivalent but syntactically different
equations. However, the generated codes from Gpt-4o are not se-
mantically equivalent. In our experiments (Section 8), we show that
this problem exists across multiple LLMs for a variety of prompts.

Gpt-4o Response Snippet for Eg: x=ab

while (1) {
long long x = pow(a, b);

Gpt-40 Response Snippet for Eq: x+b=ab+b
for (int a = 1; ; a++) {

long long aPowerB = pow(a, b);

long long x = aPowerB + b;

. .
Figure 2: Code segments from the programs generated by
Gpt-4o for Prompt B

Prompt C “Newton’s Law of Gravitation states that two bodies with
masses a and b attract each other with a force F=9.8 *a * b/ d"2
where d is the distance between the bodies and 9.8 is the gravitational
constant. If one of the bodies is fixed, implement a C program to find
the work needed to move the other from d=c to d=e where ‘a’, ‘b’c’'e’
are inputs to the program. Assume none of ‘a’, ‘b’, ‘c’, ‘d’ or ‘¢’ are 0.
Print only the work needed up to 2 digit precision after decimal (do
not print anything else).”
N J

In code generation tasks, semantically equivalent formulas can
often appear in syntactically different forms, particularly when de-
rived from complex specifications. As the examples above demon-
strate, enhancing the reliability of LLMs requires investigating and
improving their syntactic robustness before deploying them.

FORGE 26, April 12-13, 2026, Rio de Janeiro, Brazil

Reasoning and Translation Prompts. We define two types of prompts
for our analysis: reasoning and translation prompts. Consider the
Prompt C below which asks for a program to find out the work
done when a body is moved from one fixed position to another.
The expected output from this prompt is to get the amount of work
done which is 9.8 X a X b X (1/c — 1/e) obtained by computing the
integral /:(948 x a x b/d?) with respect to d.

We create a variation of Prompt C (we call Prompt D) by replacing
the second sentence of the prompt as “Implement a C program to find
the attraction force where ‘a’, ‘b’ and ‘d’ are inputs to the program.’
Prompt D contains the same equation as Prompt C but asks to
calculate the attraction force given the equation, where the expected
output is computed by evaluating the expression 9.8 X a X b/d?,
which is provided in the prompt.

Although both prompts involve the same mathematical formula,
Prompt C requires mathematical reasoning to perform integration,
while Prompt D requires translation of the input formula to an
expression in the target programming language to be evaluated
during program execution. We name these two classes of prompts
as reasoning and translation prompts, respectively. Our experiments
indicate that syntactic robustness of LLM-based code generators
differ for reasoning and translation prompts.

2]

3 Syntactic Robustness

In this section, we formalize the concept of syntactic robustness.
We start by defining key concepts including LLM-based code gen-
erators, prompts, and generated programs and their equivalence,
before introducing our formal definition of syntactic robustness.

LLM-based Code Generators. We define an LLM-based code gen-
erator as follows:

DEeFINITION 1. An LLM-based code generator G takes a prompt
P € P as input and generates code C € C, denoted as G : P — C, where P
is the set of prompts and C is the set of programs.

In this paper, we focus on prompts that contain both English
text and mathematical formulas:

DEFINITION 2. A prompt P € P consists of an English text T and a
mathematical formula F denoted as a tuple P(T, F).

When an LLM-based code generator generates code C for prompt
P(T, F), we denote it as: G(P(T, F)) = C.

Semantic Equivalence of Formulas. Two syntactically different
formulas F; and F, can be semantically equivalent. We denote the
semantic equivalence of two formulas F; and F; as:

([F1]] = [[F2]]

which means that given the same valuation, formulas F; and F,
evaluate to the same value. For example, consider the two formulas
F1 and Fz:

Fi:axx+b=0 Fy:aXxx+a+b=a
Note that although F; and F, are syntactically different formulas
they are semantically equivalent (i.e., F; # Fz and [[F1]] = [[F2]]).

Programs as Functions. We focus on programs that can be mod-
eled as functions. We assume that, for a given input, each program
execution terminates and produces the same output. Formally:
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DEFINITION 3. A program C is a total function from the domain of
inputs to the domain of outputs, C : I — O, where C(i) = o denotes that on
input i € I, the output of C iso € O.

Program Equivalence. We define equivalence of programs based
on their input-output behavior:

DEFINITION 4. Given two programs Cy : I; = Oy and Cy : I, — Oy
where I} = I,
e Cy and C; are equivalent, denoted as [[C1]] = [[C2]], if and only if;
VieIl,Ci(i) =Ca(i).
e C; and C, are non-equivalent, denoted as [[C1]] £ [[C:]], if and
only if, i € I,Cy(i) # C2(i).

Note that different implementations of the same functionality are
considered equivalent according to this definition as long as the
input-output behavior is the same.

Syntactic Robustness. We can now begin to define syntactic ro-
bustness for LLM-based code generators:

DEFINITION 5. An LLM-based code generator G is syntactically robust,
if and only if, given any two prompts P(T, F1 ), P(T, Fy) € P where [[F;]] =
[([F1, IG(P(T, i) 1T = [[G(P(T, F2)) 11

i.e., an LLM-based code generator is syntactically robust if it gener-
ates equivalent code for semantically equivalent but syntactically
different prompts.

There are two issues with the above definition that we will
address. First, according to the definition, if an LLM-based code
generator generates the same code for all prompts, it would be
syntactically robust. i.e., an LLM-based code generator that for all
prompts generates the same trivial code:
int main() printf("@\n"); return 0;

would be syntactically robust. To address this problem, we introduce
the concept of a reference code for each prompt as follows:

DEFINITION 6. Given a prompt P(T,F) we call R(P{T,F)) = CIIS the
reference code for the prompt P(T, F), where C}S is a correct implementation
of the requirements specified in the prompt P(T, F).

Note that CI}S can be written manually or can be generated by a
code generator and validated by different means (such as manual
inspection, testing, or verification).

Second, Definition 5 of syntactic robustness requires the LLM-
based code generator to generate semantically equivalent programs
for all semantically equivalent prompts. Even if the code generator
generates semantically different code for only one syntactically
different prompt while generating semantically equivalent code for
all other prompts, it is not syntactically robust according to the
above definition. So, we extend our definition below to measure the
syntactic robustness degree, where Definition 5 corresponds to the
highest degree of syntactic robustness. Syntactic robustness degree
for an LLM-based code generator for a given prompt, its reference
code, and its syntactic variations as follows:

DEFINITION 7. Given an LLM-based code generator G, a prompt P(T, F),
a reference code R(P(T,F)) = Cllf for prompt P, and a set of formulas Fr
containing syntactic variations of F where for each F’ € Ff, [[F']] = [[F]],
let (f;q C Fr denote the set of formulas such that for each F' € Fi2,
[[G(P(T,F’))]] = [[Cf:2 ]]. Then, the syntactic robustness degree of G
with respect to P and F is defined as:

17571/ 77
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F—>E=E|E
E—>N|S|V|U|E+E|E-E|EXE|E/E|EE| (E)
U — sin(E) | cos(E) | tan(E) | log(E) | In(E) | V(E) | V' (V)
N— —N|[0=-9]"|[0-9]".[0-9]"
S—alblc|d]|e

Vox|ylz

Figure 3: Context-free grammar for mathematical formulas.

where |‘F;q| denotes the number of formulas in T;q and | Fr| denotes the
number of formulas in Fr.

We report the syntactic robustness degree as a percentage where
100% corresponds to the case where ‘f}eq = FF. Note that the
definition of syntactic robustness given in Definition 5 corresponds
to the syntactic robustness degree of 100% for all prompts and their
corresponding semantically equivalent syntactic variations.

4 Syntactic Mutations of Formulas

In this paper, we consider prompts that include mathematical equa-
tions and expressions which can be univariate or multivariate.

Grammar for formulas. The context-free grammar shown in Fig-
ure 3 captures the mathematical formulas we use, where F denotes
the start symbol which can be extended to either an equation (E = E)
or an expression (E), U denotes unary functions, N denotes number
literals, S denotes coeflicients, and V represents the variables or
functions. Note that, V] (V2) denotes the first derivative of function
V1 with respect to V.

Now, we discuss how we generate the set of formulas ¥F that
are syntactic variations of a given formula F.

DEFINITION 8. A syntactic transformation ST is a function that maps
a formula to another formula that is semantically equivalent, i.e., ST : ¥ — F
such that for any formula F € F, [[F]] = [[ST(F)]l], where ¥ denotes the
set of formulas.

We define 18 mutation types for equations and 12 mutation types
for expressions that modify syntax while preserving the semantics
of the mathematical formula. These mutations include commutative
addition and multiplication, adding zero, multiplication by one,
and variable renaming. Table 1 presents a representative subset of
the mutation rules for both expressions and equations, while the
complete set is provided in the artifact [7].

Given a formula F, we generate the set of syntactic mutations of
F, called FF (as described in Definition 7) by repeatedly applying
mutations (M (F), M(M(F)), M(M(M(F))),...) to F, i.e., each F’ €
¥ and by definitions of the mutations we introduced, [[F']] = [[F]].

DEFINITION 9. Given a formula F and its syntactic mutant F’, the
syntactic distance of F and F’ isn when F’ = M" (F).

Le., the syntactic distance between F and its mutant F’ is the number
of mutations needed to mutate F to F’.

5 Attacks Targeting Syntactic Robustness

We consider a black-box adversary aiming to reduce the syntactic
robustness of an LLM in code generation tasks. The adversary can
only apply semantics-preserving syntactic transformations to the
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Table 1: A representative subset of mutation rules for equa-
tions and expressions (where I — N | S and 0 ¢ N).

Equation ‘ ‘ Expression ‘
Ei=E
M, E{/I=E;]1 M E
- 1,2 EXI/T
M. Ei=Ep
2 EyxI=EyxI
E1=Ey
Ms E +I=Ey+] M E
E-E 34 E+I-1
M. 1=E3
4 E{-I=E;-1

Algorithm 1 ProriLiNg(M, P)

> Decides effectiveness of each mutation for attack.

> Calls function THRESHOLD to choose a threshold to get top K
mutations.

Input: M: mutation set and P: set of prompts to mutate.
Output: W: set of weights describing effect of each mutation type on
syntactic robustness, Mrop-x: A set of Top-K mutations.
1: for M € M do
2 robust score — Spep (17201 /IF5] ~ 1768 o |/ Faacr )
3 WI[M] « robust_score/| M|
4: tg «THRESHOLD(‘W, k)
5: for M € M do
6 if ‘W[M] > t; then
7 Mtop-k — Mrop-x U {M}
8: return W, Mrop-k

input prompts and has no access to the model architecture or param-
eters. The goal is to induce incorrect or non-compiling code without
changing the intended semantics. We assume the model is pre-
trained and do not consider attacks on training data or deployment-
stage injection. This threat model enables systematic analysis of
LLM failure modes via adversarial robustness testing [82, 117] and
is applicable to automated code generation pipelines, where inputs
are fed directly to LLM-based code generators [111] with minimal
human oversight.

We use Algorithm 1 to profile the impact of different mutations
on syntactic robustness degree of LLMs. This algorithm assigns a
score (‘W[M]) for each mutation (M) based on the decrease in syn-
tactic robustness from the original prompt (P(T, F)) to a modified
prompt (P(T, M(F))). Based on this profiling information, we also
compute a threshold (#;) which we use to choose a subset of the
mutations that have the most impact on robustness (Mrop—K).

Algorithm 2 outlines our three attack strategies. Each strategy
takes as input a formula F from a prompt and a syntactic distance
D, and produces a mutated formula F/ = MP (F). For these strate-
gies, we take care to ensure that a formula at distance D cannot
be created by a series of mutations less than D. We construct the
mutation space using a dynamic programming approach: We itera-
tively generate all unique formulas at distance 1, then distance 2
(excluding those already generated at smaller distances), and so on
up to distance D. We additionally introduce another attack strategy
NaiveUniform which does not include this distance assurance—
a mutation of distance D with the NaiveUniform attack could
potentially be created with a lower distance.

NaiveUniform chooses randomly from mutation set, but can
choose mutations that lead to a lower distance mutated formula.
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Algorithm 2 Attack(F, D, M)

> Attacks by mutating a formula F to distance D.

> Calls function RANDOM which chooses mutations randomly based
on the given weights.

Input: F: formula, D: Distance (number of mutations to apply), M: set of
mutations
Output: F’: mutated formula.

1: FF «F

2: for D do
3 if Uniform then
4 M « Ranpom(M, [
5: else if Weighted then
6
7
8

|/34|~~~m17|]>

M « Ranpom(M, W)
else if Top-K then
M < RanpoM(Mrop-K, [% ... %])
o F <« M(F)
10: return F/

The Uniform strategy in Algorithm 2 selects a mutation uniformly
at random from the set of all mutations. The Weighted strategy
chooses mutations probabilistically with the weights calculated in
PROFILING based on each mutation’s impact. Lastly, Top-K one
selects a mutation randomly from top-k most impactful mutation
candidates, Mr,p- Kk, which are identified by PROFILING. For these
three attack strategies in Algorithm 2, when we declare a formula F’
to have distance D from F, we assure that D is the shortest distance
of mutations that can produce F’.

Table 2: A representative subset of reduction rules for equa-
tions (where I —» N | Sand 0 ¢ N)

Eq=E;
R E1-E3=0
Shift to L.H.S.
E+I-I . Ey+I+Ey—I=0  Ej+I-Ep—I=0
R, E 5 ~ Ej+Ey=0 > ~ Ej-Ey=0
Remove redundant addition

E—I+] . Ej—I+Eg+I=0  E{—I-Ep+I=0

Rs E E1+E;=0 > E{—E;=0
Remove redundant subtraction

Exl=0 . EjxI+EgxI=0 _ EjxI—EyxI=0

Ry E=0 °  Ej+E;=0 > ~ E;-Ep=0
Remove redundant multiplication

E/T=0 _ Ei/I+E3/I=0 _ Ey/I-E3/I=0
Rs E=0 >  E +Ey=0 E{—E,=0

Remove redundant division

6 Prompt Pre-processing with Formula
Reduction

To improve syntactic robustness, we add a preprocessing step where,
instead of feeding a prompt with a mathematical formula to the
LLM-based code generator as-is, we generate a reduced version
of that formula. Then, we feed the reduced prompt with the same
English text and the reduced mathematical formula to the LLM-
based code generator to generate the target code.

We focus on syntactic transformations that reduce the size of a
formula, based on the assumption that shorter formulas are simpler
and more likely to be handled correctly by LLM-based code genera-
tors. Accordingly, prompts with reduced formulas are expected to
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improve robustness against adversarial samples. We refer to these
semantics-preserving syntactic transformations as reductions.

Table 3: A representative subset of reduction rules for expres-
sions, given I — N | S, where 0 ¢ N.

E+l-1 . Ey+I+Ey—1  Ej+I-Ep-I
R E = T EjtE; T E-E
Remove redundant addition followed by subtraction
E-I+I . Ej—I+Ey+l  Eq-I-Ep+I
R, E Ej+E;  °  E-E;
Remove redundant subtraction followed by addition
ExI/I
Ry E
Remove redundant multiplication/division

We define the size of a formula |F| to be the number of terminal
symbols in the formula as described in grammar shown in Figure 3.

Reductions. We formally define reductions as a type of syntactic
transformations as follows:

DEFINITION 10. A reduction R is a syntactic transformation where for
each formula F € ¥, |R(F)| < |F|.

i.e., areduction modifies the syntax of the formula without changing
its semantics, while the size of the modified formula is either the
same or less than the size of the original formula.

We define 9 types of reductions for equations and a represen-
tative subset of these reduction rules are shown in Table 2 (rest
are presented in the artifact [7]). Reduction rule Ry positions all
nonzero elements of the equation on one side of the equality opera-
tor. Reductions Rz and R3 show a series of possible applications for
removing redundant additions and subtractions—specifically, the
two final rules show removal of these redundant operations when
a different additive or subtractive term intercedes the redundant
operations. Reductions R4 and Rs show a series of possible applica-
tions for removing redundant divisions and multiplications—this is
to show that this removal may not necessarily be from one singular
E comprising the full side of the formula but may also be from each
individual additive or subtractive term on that side. For expressions,
we introduce 7 reduction rules; we detail 3 in Table 3 and present
the rest in the artifact [7]. Reductions Ry and Ry are similar to
equation reductions Ry and R3, to remove redundant additions and
subtractions. Reduction R3 removes redundant multiplications and
divisions. The other reduction rules include canceling the addition
of extra 0’s, multiplication by 1’s, and other similar simple reduc-
tions. (the full set of rules is in the artifact [7]). Besides equation
reduction Ry (which is applied once at the beginning), all reductions
are applied in a loop until the formula cannot be simplified further.

7 Implementation and Experimental Design

Figure 4 illustrates the workflow for assessing LLM-based code
generators. We next describe our implementation and design.
Prompts: The prompts used in this paper are inspired from
diverse scientific computing applications, including solving differ-
ential equations for molecular dynamics, as well as linear, poly-
nomial, trigonometric, and logarithmic equations fundamental to
techniques such as the Fourier Transform and Fast Fourier Trans-
form (FFT) [41], shape function interpolation [119], and exponential
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Table 4: Summary of the code generation prompts

[ Classification 1 [[ Classification 2
| Expression | Equation [[ Reasoning | Translation

Prompt Types ‘ Total ‘

Solve 7 0 7 7 0
Evaluate 7 7 0 0 7
Differential 6 1 5 6 0
MaTT [25] 6 5 1 2 4
MATH [43] 7 2 5 6 1
Clover [91] 19 0 19 15 4
[ Total [ 52 15 | 37 ] 36 | 16 |

growth or decay modeling. We also include prompts from estab-
lished benchmarks [25, 43] and contract-based programming [91].
Table 4 summarizes all prompt categories. A solve prompt includes
an equation and asks to generate code that takes the equation’s
coefficients as input and outputs the variable value that satisfies it.
The evaluate prompts instruct the LLM to generate a program that
evaluates a mathematical expression given the values of all variables
and coefficients. The differential prompts involve manipulating dif-
ferential formulas. The MATH [43] and Mathematical Topics Tree
(MaTT) [25] datasets are designed to evaluate automated mathemat-
ical reasoning systems: MATH consists of challenging mathematics
competition problems, while MaTT spans key topics across both
pure and applied mathematics. The Clover [91] dataset, in contrast,
focuses on verifiable code generation using LLMs and contains
prompts with formal specifications.

Reasoning vs. Translation Prompts: We categorize prompts
into reasoning and translation types (Section 2). Reasoning prompts
require the LLM to engage in mathematical manipulation and rea-
soning to generate the appropriate code, as they involve complex
tasks that need to be understood and processed based on the math-
ematical formula. In contrast, translation prompts allow the LLM to
directly utilize the mathematical formulas that are in the prompts
as part of the generated code, as these formulas can be directly
translated into program expressions. Out of the 52 prompts, we
have 36 reasoning and 16 translation prompts.

Programming language: We chose C as the target language for
our code generation prompts. C and C++ are extensively used for
mathematical computing tasks in scientific computing due to their
efficiency and performance in handling complex computations [36,
47]. Recent studies have utilized these languages in LLM-based
code generation for tasks such as differential equations, numerical
methods, and advanced computer science problems [19, 55, 59, 78].

Mutated formula generation: To measure the impact of syntac-
tic transformations of a formula on the generated code, we generate
up to 20 mutations per syntactic distance (1-5). At distance 1, the
number is often fewer than 20 due to limited applicable mutation
operators. Distance 0 corresponds to the original prompt, yielding
a single instance. Across 52 prompts, this results in approximately
4,000 mutated prompts in total.

Non-determinism of LLMs: LLMs are inherently
non-deterministic. To address this, we experimented with various
temperature, top_p, and seed configurations (where applicable) and
selected the most deterministic settings, detailed in our artifact [7].
Additionally, we executed the LLM-based code generator five times
per prompt to mitigate variability.

Post-processing of the LLM responses: Given a code gener-
ation prompt, the LLM responses typically contain the generated
code and some English text explaining the generated code. Our
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Formula Mutated
Mutation Prompt

LLM-based

Generator

Code Syntactically
Robust

No

Not Syntactically Robust

Generated
Code

Figure 4: Assessment of Syntactic robustness degree of an LLM (this workflow is applied in a loop for multiple mutations).

implementation takes the generated response from an LLM, elimi-
nates the non-code text, and converts it to a C file. The C files are
then compiled into binaries using GCC [2], which is automated
in our pipeline. Any C code with syntactic errors is considered
non-equivalent with respect to our reference code.

Differential Testing and Code Equivalence: We implement
reference solutions for each prompt and employ differential testing
to evaluate the correctness and equivalence of the generated code.
This involves generating 100 random inputs and comparing the out-
puts of the generated code with the reference solution. Numerical
inputs are sampled from prompt-specific ranges. Our prompts also
require LLM-generated outputs to follow a fixed format with ei-
ther 6-digit or 2-digit precision, depending on the prompt type. For
floating-point comparisons, outputs are considered correct if they
fall within a predefined epsilon threshold relative to the expected
result. This threshold mitigates rounding errors and relaxes our Def-
inition 4 of program equivalence. The epsilon values are provided in
our artifact [7]. When differential testing detects non-equivalence
between generated code and reference solution, non-equivalence is
guaranteed. However, differential testing cannot guarantee equiva-
lence since it explores only a subset of the input space. In a manual
review of 100 generated programs, we found no cases where non-
equivalent programs were incorrectly classified as equivalent.

Hyperparameter for Attack Strategies: For the Top-K attack
strategy, we have chosen the top 50% mutations with the most
impact on the syntactic robustness degree of LLM (calculated based
on Gpt-3.5). The other strategies choose the mutations randomly
based on the weights (Algorithm 2).

Benchmark Models: Our evaluation includes Gpt-3.5, Gpt-
40 [3, 77], Llama-3.1-70B [32] and CodeLlama [86]. Gpt-3.5 offers
cost-efficiency, while Gpt-4 consistently performs well in both code
generation and mathematical reasoning [9, 99]. Llama models are in-
cluded for their open-source accessibility and low cost. We also eval-
uate o4-mini [5], a reasoning model that balances performance with
reduced computational overhead compared to other OpenAl reason-
ing models like 03, o1-pro. We experiment with Chain-of-thought
(CoT) [100] and Deeply Understanding Problems (DUP) [116] ap-
proaches as they are zero-shot prompting techniques that are gen-
eralizable, and cost-efficient. For CoT, we use trigger-based prompts
(e.g., “Let’s solve this step-by-step”) to preserve automation [60].
DUP, which addresses semantic misunderstandings for mathemati-
cal reasoning, has achieved state-of-the-art results on arithmetic
tasks [6] and is adapted here for mathematical code generation. In
code generation accuracy, Gpt-3.5 and Gpt-4 frameworks outper-
form others, achieving > 85% on HumanEval [21], a trend reflected
in our results; thus, framework-based techniques are applied only
to Gpt models, excluding Llama models due to lower performance.
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Figure 5: Syntactic Robustness Degree Vs. Distance for LLMs

Artifact: Our artifact, including implementation, datasets, re-
sults, mutation and reduction rules, is available in GitHub [7].

8 Experimental Evaluation
We address four research questions:

RQ1: Assessment 1: Does LLM-based code generation achieve
syntactic robustness?

RQ2: Assessment 2: Do LLMs show different levels of syntactic
robustness for translation and reasoning prompts in code
generation?

RQ3: Exploitation: Do the attacks help in decreasing the syntactic
robustness of the LLM-based code generation?

RQ4: Mitigation: Does prompt pre-processing with formula re-
duction improve the syntactic robustness of code generation
and help in mitigating our attacks?

Below we present the results of our experiments and discuss the
four research questions. For our assessment (RQ1-2), we use the
Gpt-3.5, Gpt-4o, Llama-3.1-70B, CodeLlama, Gpt-based framework
models and we use the 33 prompts from Table 4 (Row 1-5). For RQ3,
we have chosen Gpt-3.5 as it performs better than open source
models and cheaper than other Gpt-based models. To evaluate our
reduction technique (RQ4), we have extended our dataset to Clover
dataset and also included 04-mini model.

RQ1: Assessment 1: Figure 5 illustrates the syntactic robust-
ness percentages for all foundational and framework models across
different syntactic distances, based on the average robustness scores
across the 33 prompts used. Distance 0 shows the robustness of
code generation for the original formula, while Distance 1 through
Distance 5 shows the average syntactic robustness degrees for the
mutated variations at each respective syntactic distance. As shown
in Figure 5, the syntactic robustness degree decreases consistently
across all models as syntactic distance increases. Despite vary-
ing performance levels, none of the models demonstrate complete
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Figure 6: Syntactic robustness degree of reasoning prompts
(left 8) and translation prompts (right 8)

syntactic robustness. Gpt-40+CoT performs best, with an average
syntactic robustness of 87.4%, followed by Gpt-4o with 83.87%.

Moreover, Figure 5 shows average syntactic robustness percent-
ages across mutation distances from 0 to 5 and clearly demonstrates
that as the number of mutation increases, syntactic robustness de-
creases across all foundational and framework-based models. No-
tably, the rate of decline varies among different LLMs. Gpt-40+CoT
shows the slowest decline in syntactic robustness degree per mu-
tation distance: -3.45% on average. Gpt-3.5 experiences a more
significant drop of -9.52%, as its syntactic robustness degree with
the original prompt is higher than the robustness degree of mu-
tated prompts. In summary, the syntactic robustness decreases for
all models as mutation distance increases. Thus, we conclude that
LLMs do not achieve syntactic robustness and increasing num-
ber of mutations (equivalently, increasing syntactic distance)
leads to a decrease in syntactic robustness.

RQ2: Assessment 2: Figure 6 shows the average syntactic ro-
bustness of all reasoning prompts (left side) and translation prompts
(right side) across eight models. The results indicate that transla-
tion prompts consistently exhibit higher robustness than reasoning
prompts. As mutation distance increases, robustness declined more
steeply for reasoning prompts. On average, reasoning prompts
achieve a syntactic robustness of 42.86%, compared to 83.80% for
translation prompts. The robustness drops by approximately 30% for
reasoning prompts and 8% for translation ones relative to their orig-
inal forms. Based on our experimental evaluation, we conclude that
LLMs exhibit different levels of syntactic robustness across
translation and reasoning prompts, with greater robustness
for translation prompts.

RQ3: Exploitation: As described in RQ2, translation prompts
are more robust than the reasoning prompts. Attacks on the trans-
lation prompts also show similar results (details in artifact [7]).
Thus, to answer this research question, we only focus on reasoning
prompts. Figure 7 shows the impact of our attack strategies on
Gpt-3.5 model. It illustrates that for all attack strategies, increasing
syntactic distance decreases the syntactic robustness degree, which
follows the findings in RQ1. On average, across all distances, the
syntactic robustness degree is 36.13%, 30.17%, 17.54% and 14.64%
respectively for NaiveUniform, Uniform, Weighted and Top-K. The
Weighted and Top-K attack strategies are most effective in reducing
syntactic robustness degree across all tested distances. In Figure 8,
we show how many mutations are required for different attack
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Figure 9: Syntactic robustness degree with reduced form

strategies to reduce the syntactic robustness degree to a target level
(x-axis). With NaiveUniform, 4 mutations are required to reduce
syntactic robustness to 25% and more than 5 would be necessary
for further reduction. On the other hand, similar syntactic robust-
ness can be achieved with a lower number of mutations for the
other attacks (3 for Uniform and 2 for Weighted and Top-K). To
reduce the syntactic robustness down to 10%, Weighted requires 5
mutations whereas Top-K requires only 3 mutations. Thus, Figure 8
illustrates that Top-K is most effective in getting the highest reduc-
tion in syntactic robustness with the least number of mutations.
Our experimental evaluation shows that our attack strategies are
effective in decreasing the syntactic robustness degree.
RQ4: Mitigation: We demonstrate the mitigating effect of
applying our reduction rules to mutated formulas before query-
ing the LLM-based code generator. Figure 9 presents the syntactic
robustness of the models for the original formulas, the average
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robustness for mutated formulas, and the robustness of the re-
duced prompts. Across all foundational and framework models,
the reduced prompts exhibit robustness degrees comparable to the
original prompts and show notable improvement over the mutated
prompts. The improvement in syntactic robustness when compar-
ing reduced prompts to mutated prompts is substantial, with in-
creases between 10.63% and 37.55%, resulting in an overall average
improvement of 20.37%. Among all foundational and framework
models, the reduced prompts for Gpt-40+CoT perform the best on
average for all the prompts we have used.

For Gpt-40 and Gpt-40+CoT, the reduced prompts show im-
provements of 2.73% and 0.6%, respectively, even over the original
prompts. Moreover, CodeLlama achieves an improvement of 5.1%
for reduced prompts compared to the original ones. In contrast,
other models show a slight degradation in performance with the
reduced prompts compared to the original prompts.
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Figure 10 shows the syntactic robustness degrees of different
attacks along with the original and our reduced prompts for both
reasoning and translation prompts in Gpt-3.5. It is evident that
our pre-processing step helps in mitigating the impact of attacks,
especially for reasoning prompts. Moreover, in Figure 11, we have
shown the results for the Top-K attack at distance 5 and the robust-
ness for the corresponding reduced prompts across different LLMs
(including 04-mini). In all cases, reduction improves the syntactic
robustness. Even though 04-mini is very robust against the attack,
there is a 1.95% drop in robustness which can be mitigated using
our reduction step. Figure 12 also shows the result across different
distances for Top-K attack on Gpt-40 and 04-mini on Clover dataset.
This result on a different dataset also follows the trend of decreas-
ing robustness with distances which was successfully mitigated by
our reduction steps. Overall, our reduction rules are effective in
pre-processing the prompts for reliable code generation, and the
experimental results confirm that applying our pre-processing
step to simplify formulas enhances the syntactic robustness
of LLM-based code generation.

Discussion. All foundational models were evaluated using the
same prompts from our dataset. However, the framework mod-
els, such as Gpt+CoT and Gpt+DUP, require additional text in the
prompts. Although this extra text does not alter the instructions
about the input and output format of the code, we observed that the
framework models, particularly Gpt-3.5+DUP and Gpt-3.5+CoT, of-
ten fail to follow the given instructions. For instance, Gpt-3.5+DUP
produced only the instruction to generate code in the comment sec-
tion of the C program in 22 cases, while Gpt-3.5+CoT did the same
in 3 cases. Additionally, in 18 cases, Gpt-3.5+DUP generated code
without incorporating the input parameters, which disrupts the
automated differential testing process. This issue is even more pro-
nounced in Llama-based models, where code is generated without
user input processing in approximately 150 cases for Llama-3.1-70B
and 600 cases for CodeLlama. These factors negatively impact the
overall performance of Llama and the framework-based models in
code generation. We also observe that Llama-3.1 and CodeLlama
often choose to present results in other languages such as C++ and
Python despite clear instructions to use C, which lowers the syn-
tactic robustness. Although we selected 04-mini for its efficiency
over larger reasoning models like 03 and o1-pro, our experiments
reveal that it still takes approximately 4x more time than Gpt-4o0
and about 10X more time than Gpt-3.5 for comparable tasks.

Threats to Validity. We discuss possible internal and external
threats to validity and the efforts we have made to mitigate them.
Internal: There are a few possible internal threats to validity within
our experimental design. First, there is the possibility that the Gpt
API (for Gpt-3.5, Gpt-40, and 04-mini) may be learning from prior re-
quests we send. However, we believe this is not the case, as we have
switched APIs during these experiments multiple times and found
no observable difference between code returned from a previously-
used API and code returned from a fresh one. Second, we note that
differential testing cannot prove equivalence, and due to needing an
epsilon value in 31 prompts to avoid incorrectly marking nonequiva-
lence due to floating point error, it is possible some incorrect results
could be marked correct. This is a possible risk for any testing-
based equivalence checking approach. However, we have manually
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investigated a subset of LLM generated programs and found no
case where differential testing falsely marked two non-equivalent
codes as equivalent. Moreover, when we declare generated code
non-equivalent, non-equivalence is guaranteed since we produce a
test case that demonstrates the non-equivalence.

External: Analyzing all formulas or mutations is not possible. How-
ever, we believe that our evaluation shows syntactic robustness
issues of LLMs for an important class of formulas and mutations.
Furthermore, our evaluation and attack approaches can be applied
to different classes of formulas and syntactically equivalent forms
of those formulas using the framework we present in this paper.

Limitations. Our work focuses on the robustness of LLMs specifi-
cally for code generation prompts involving mathematical formulas
and constraints. Consequently, our transformation and reduction
techniques are also limited to prompts containing such mathemat-
ical formulas. However, mathematical computation-based code
generation is fundamental to many domains, including scientific
computing and contract-based programming. While our benchmark
consists of a limited number of prompts, we believe they represent
a diverse set of prompts with mathematical formulas and can be
further extended. Additionally, while we evaluate code generation
for the C programming language, our approach can be extended to
assess other LLMs for different programming languages.

9 Related Work

Prior work on LLM-based code generation primarily focuses on im-
proving performance on software engineering tasks [21, 68, 76, 104],
often evaluated on benchmarks such as HumanEval, MBPP, and
APPS [14, 21, 42]. In parallel, substantial research studies mathemat-
ical problem solving with LLMs [40, 94, 116], using datasets such
as GSM8K, SVAMP, and MultiArith [23, 80, 85]. Recent work in
scientific computing and numerical analysis [10, 31, 55, 88] shows
that these capabilities can be combined to solve complex tasks,
including contract programming [91]. However, prior work does
not examine the robustness of LLM-based code generators under
syntactic variations, which is the focus of this work.

Robustness has been studied for classification and regression
neural networks, using techniques such as symbolic reasoning [17,
56, 92], abstraction [89, 98], and testing/fuzzing [15, 103].

Prior work has examined the correctness of LLMs for code gen-
eration tasks [8, 16, 29, 38, 71, 90, 96, 108]. Other studies investigate
robustness against non-determinism in LLMs [79], perturbations
in natural language descriptions [50, 74], and variations in cod-
ing components [18, 84, 104, 106, 114]. ReCode [97] introduces
a robustness evaluation benchmark for code generation by per-
turbing prompts, including both natural language components and
code segments via partial code syntax refactoring in code comple-
tion settings. Semantic preservation in ReCode relies on human
annotation. In contrast, our work evaluates robustness through
perturbations of mathematical formulas that are unambiguously
semantics-preserving and do not require human annotation. More-
over, ReCode’s prompts, transformations, and datasets do not target
mathematical reasoning and do not include prompts containing
mathematical formulas. Robustness has also been studied for mathe-
matical problem solving by LLMs [11, 37, 61, 67, 109, 117] which are
not focused on code generation by LLMs. Compared to prior work
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and surveys [33, 107], our work formally defines syntactic robust-
ness and focuses on prompts containing mathematical formulas,
targeting the robustness of LLM-based code generation.

Our syntactic transformation approach, which mutates math-
ematical formulas, is conceptually similar to metamorphic test-
ing [22], a property-based technique also applied to LLMs [12, 13].
For example, LAMPION [13] generates equivalent code snippets
to test the robustness of LLM-based program analysis models. In
contrast, we target LLM-based code generation.

Recent multi-agent code generation frameworks like Agent-
Coder, LDB, and MapCoder [46, 48, 115] achieve over 90% accuracy
on benchmarks such as HumanEval and MBPP [6], but require
multiple LLM queries per prompt [1, 54]. Studies show that when
both accuracy and cost are considered, these frameworks do not
outperform baseline foundational models [54], and they also rely
on input-output test cases [42, 57]. In contrast, our work focuses
on prompt-engineering frameworks that rely solely on prompts.

Beyond multi-agent methods, significant progress has been made
with prompt engineering frameworks [8, 30, 39, 52, 62, 64, 66, 70, 73,
75,101, 112]. CoT has been applied to code generation by decompos-
ing problems into sequential, branch, and loop structures [63, 87].
Other reasoning-oriented prompting strategies, such as DUP and
AceCoder [11, 26, 53, 65, 102, 116], also achieve strong performance,
with DUP attaining state-of-the-art results on arithmetic reasoning
benchmarks [6]. Since our dataset combines mathematical reason-
ing and code generation, we evaluate both CoT and DUP.

Prior robustness attacks on deep code models [83] primarily
target misclassification in tasks like authorship attribution [34, 72].
In contrast, we focus on LLM-based code generators, which differ
from classifiers. While black-box prompt attacks [105, 117] exist,
they do not address code generation. Other work has explored
code completion or generation attacks using adversarial comments
(INSEC [49]) or non-functional code changes [82]. Our approach
instead mutates mathematical formulas to produce semantically
equivalent prompts, exposing failures in syntactic robustness.

There are also works which focus on training strategies or ar-
chitectural changes for improving the robustness of LLM code
generations [20, 28, 81, 113]. Our approach is distinct as we focus
on black-box prompt pre-processing for improving this robustness,
without altering or retraining the models.

10 Conclusion

The use of LLM-based code generation is expanding in domains
involving mathematical computations. In this paper, we expose
limitations of state-of-the-art LLMs when handling prompts with
mathematical formulas under semantic-preserving syntactic muta-
tions. We formalize this concept as syntactic robustness and evalu-
ate multiple benchmark models using both original and mutated
prompts. Our results show a significant decrease in robustness as
syntactic distance increases, with reasoning-intensive prompts par-
ticularly affected. We further design and compare attack strategies
that effectively reduce robustness. To mitigate this issue, we intro-
duce a formula reduction-based prompt pre-processing technique
that consistently improves robustness across all evaluated models.
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